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Chapter 1. General information 

1.1 Introduction 

This product is specifically designed to encrypt the entire disk drive and 

protect the data from being intruded. The engineering design has powerful 

capacity of hard disk encryption and human interface hierarchical management 

system. It is an advanced encryption technology product and it meets the 

standards of Data Encryption Standard (DES) and Advanced Encryption 

Standard (AES). MED can be processed into encrypted operation system 

disk or data storage disk.  

MED is 100% compatible with all IDE disk drives. It is easy to install and 

operate, and no extra software support is required. This device can be applied 

to governmental authorities, enterprises, financial institutions, military units 

and R/D departments etc. 

 

1.2 Feature and Specification 

1.2.1 Feature 

 �ì NIST and CSE certified hardware DES/TDES cryptographic engineering 

improves performance effectively in comparison with traditional software disk 

encryption software. 

 Offers strong hardware based security to protect the critical “data at rest”.�ì  

 Elimin�ì ate entirely platform dependency. 

 Real�ì -time automatic transparent cryptographic operations 1.1Gbit/sec 

cryptographic engine design meets Ultra ATA mode 6 (133MB/sec) burst 

mode. 

 Appli�ì ed to all operating systems and motherboards with IDE Interface of 

standard PCI south bridge.  

 Built in �ì hierarchical management system, 

 All�ì  login users are recorded in the encrypted device, management system 

can print out the login information through RS-232 cable connection. 
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1.2.2 Specification 

(1) Dimensions�š L148 �   x H420�   x D200�  . 

(2) Net Weight�š 280g. 

(3) Power 

Operation voltage �š�� 5v�”�� 12v from PC desktop standard power jack. 

Power consumption�š 0.80W, 160 mA Max. 

1.2.3 Locate indication 

(1) Front Panel diagram 

     
1. LED indicator.              2. Push button. 

3. Mini USB adaptor.          4. LCD. 

5. RS-232 cable connector.  

(2)Body diagram 

      

1. MED mother board.            2. Short IDE bus line connector. 

3. Mounting surface.             4. Power connector to PC. 

5. IDE bus line connector to PC.    6. MED internal power connector.  

7. Long IDE bus line.             8. MED internal power connector. 

1.3 System Requirements 

(1) All Operating Systems. 
(2) ATA-6 Interface Compliant. 
(3) Motherboards with IDE Interface of standard PCI south bridge. 
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1.4 Package list 

The MED package consists of 

(1) Encrypted Main Box      1 SET   (5) Supervisor E-Key        option.    
(2) Master E-Key            1 EA.   (6) RS-232 Cable           option. 
(3) User E-Key              1 EA. 
(4) User’s Guide Manual      1 EA.  
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Chapter 2. MED Assembly and Installation 

2.1 Assembly 

Follow the procedure as below 
(1)Get a HDD and set the jumper as a master or slave disk(follow the HDD setting 
indication). 
(2) In MED, select the 2nd jumper as a master or slave disk that match to the HDD 
setting. 
 
 
 
 
 
 
 
(3)Connect shorter IDE bus line in MED to the HDD. 
 
 
 
 
 
 
 
(4)Connect MED IDE power jack to the HDD. 
 
 
 
 
 
 
 
(5)Place HDD on MED mounting surface; fix HDD with four screws attached.  
 
 
 
 
 
 
(6)Verify all connectors are still in proper position. 

 

 

MED 

main 

board 
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2.2 Installation 

  Note   

Before you install the management encryption device, please recheck the jumper 

setting which is located on the HDD and MED- IDE -64-CX main board. Both 

of them are in the same setting mode.  

 Caution  

Due to engineering design, the socket position has been changed, and the 

power connector in MED is in 180 degree rotated position. You must be 

careful when you connect PC power jack to MED. 

Follow the procedure as below 
(1)Insert MED into the bay of PC desktop, and fix with four attached screws. 
 
 
 
 
 
 
 
 
(2)Connect the IDE bus cable on PC motherboard to MED and verify the IDE bus 

cable is wired in the correction position.  
(3)Connect the power supply connector in PC to MED power connector and 

verify all connectors are still in the correction position. 
 
 
 
 
 
 
 
 
(4)Turn on the PC desktop; make sure the LCD display “PLUG KEY” 

characters. 
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Chapter 3. Encryption Procedure 

3.1 Operation System Disk Encryption. 

   Note   

Before you install the management encryption device, please recheck the 

jumper setting which is located on the HDD and MED- IDE -64-CX main board. 

Both of them are in the same setting mode. 

 Warning  

Before you install this management encryption device, please keep a copy of all 

existing files. All data inside HDD will be formatted during the process. Our 

company will  not hold any responsibility for any damage or data loss because 

of improper operation. 

 Caution  
�à  Change NAME & PASSWORD 

For the first time installation, you must change the password before you 

format the HDD; it provides the best security for your data safety, as well 

as a very important parameter in MED. 

�à  Always remember NAME & PASSWORD 

If  you forget your NAME & PASSWORD, we won’t be able to access to 

the computer system to decrypt, and your data will be lost because of hard 

disk re-format. 

Follow the procedure as below 
(1)Turn on your PC desktop; The MED LCD will display “PLUG KEY” and 

waiting for MASTER E-KEY plug in.  

 

(2) Insert the Master E-Key into the mini USB hole on the front panel of the 

MED. 

(3)The MED will  identify the Master E-Key automatically, 

meanwhile ”MASTER OK” is displayed on MED LCD and then return 

to ”MENU ”. 
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Caution 

For the first installation, changing password is very important. You must 

change the name password before you format the HDD, this will provide the 

best security for your data safety. 

 

(4) Select the push button on the key control panel. Press up or down arrow push 

button until “CHANGE PASSWORD” appears. Then press “ENTER” goes 

to the next step.  

 
(5) NAME Setting 

The default value setting as NAME�š 00000000. Press up or down arrow push 

button to change the name. Select the characters (A-Z) or numerical numbers 

(0-9) and special symbols (space, dash), press right or left arrow push button 

to select or delete, after finished the setting, and press “ENTER” goes to the 

next step. For example 

 
(6)PASSWORD Setting 

The default value setting as PASSWORD�š00000000. As the procedure above, 

after finished the setting and press “ENTER”, It will return to the” MENU” 

automatically. For example 

 
(7) Turn off the PC desktop. “DO NOT from the hotkey restart”. 

 

(8) Turn on the PC desktop. Make sure that Master E-Key is still plug in the mini 

USB hole position. The PC desktop will find a new HDD automatically. 

(9)Get an operation system software disk place into the CD ROM disk, Install 

the OS software, following the OS procedure to setup and format the HDD 

until the OS installation is completely. 

(10) Turn off the PC desktop. “DO NOT from the hotkey restart”. 

(11) Turn on the PC desktop again. When you turn on the PC again, your 

operation system is ENCRYPTED by MED. 
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3.2 Data Storage Disk Encryption. 

   Note   

Before you install the management encryption device, please recheck the 

jumper setting which is located on the HDD and MED- IDE -64-CX main board. 

Both of them are in the same setting mode. 

 Warning  

Before you install this management encryption device, please keep a copy of all 

existing files. All data inside HDD will be formatted during the process. Our 

company will  not hold any responsibility for any damage or data loss because 

of improper operation. 

 Caution  
�à  Change NAME & PASSWORD 

For the first time installation, you must change the password before you 

format the HDD; it provides the best security for your data safety, as well 

as a very important parameter in MED. 

�à  Always remember NAME & PASSWORD 

If  you forget your NAME & PASSWORD, we won’t be able to access to 

the computer system to decrypt, and your data will be lost because of hard 

disk re-format. 

Follow the steps as below: 

(1)Turn on your PC desktop; The MED LCD will display “PLUG KEY” and 

waiting for MASTER E-KEY plug in.  

 

(2) Insert the Master E-Key into the mini USB hole on the front panel of the 

MED. 

 (3)The MED will  identify the Master E-Key automatically, 

meanwhile ”MASTER OK” is displayed on MED LCD and then return 

to ”MENU ”. 

    

Caution  
For the first installation, changing password is very important. You must 

change the name password before you format the HDD, this will provide the 

best security for your data safety. 
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(4) Select the push button on the key control panel. Press up or down arrow push 

button until “CHANGE PASSWORD” appears. Then press “ENTER” goes 

to the next step.  

 
(5) NAME Setting 

The default value setting as NAME�š 00000000. Press up or down arrow push 

button to change the name. Select the characters (A-Z) or numerical numbers 

(0-9) and special symbols (space, dash), press right or left arrow push button 

to select or delete, after finished the setting, and press “ENTER” goes to the 

next step. For example 

 
(6)PASSWORD Setting 

The default value setting as PASSWORD�š00000000. As the procedure above, 

after finished the setting and press “ENTER”, It will return to the” MENU” 

automatically. For example 

 
(7) Turn off the PC desktop. “DO NOT from the hotkey restart”. 

(8) Turn on the PC desktop. Make sure that Master E-Key is still plug in the mini 

USB hole position. The PC desktop will find a new HDD automatically. The 

PC desktop will seek and find a new HDD. 

(9) From the PC desktop. 

Step 1. Open My Computer, press mouse right button, select “Manage”. 

 

Step 2.Select “DISK MANAGEMENT” , you will find an unknown disk. Go 

to the next step. If nothing, please recheck the jumper setting which is 

located on the HDD and MED- IDE -64-CX main board. Both of them 

are in the same setting mode.  
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Step 3. This computer will pop the” Initialize and Convert Disk Wizard ”  tools 

on the screen automatically. Select “NEXT” and go to the next step. 

 
Step 4.Select”DISK 1” and go to the next step.  

 

 Step 5.Select “NEXT” and go to the next step. 

 

Step 6.Select “Finish” and go to the next step. 
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Step 7.Now, you will find an online and unallocated disk 1.  

 

Step 8.Press the mouse right button to show the function table, Select the 

“New Partition ”.  

 

Step 9. Select “NEXT” and go to the next step. 
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Step 10. The tools will format the HDD automatically. Until the HDD is in 

Healthy status. 

 

 
Step 11.Turn off the PC desktop. “DO NOT from the hotkey restart”. 

 
Step 12.Turn on the PC desktop. Make sure that Master E-Key is still plug in the 

mini USB hole position. The PC desktop will find a new HDD 

automatically. Your DATA STORAGE DISK is ENCRYPTED by 

MED. 
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Chapter 4. Menu Functional description 

4.1 Master & Supervisor E-Key Function 

The Master & Supervisor E-Key functions are as below. 

1. READ LOG FILE. 

User’s identity, login time and login files are displayed on LCD. 

2. PRINT LOG FILE. 

All users’ login files will be recorded in MED; you can print out LOGGIN 

FILES through RS-232 cable by Hyper Terminal tools from the PC desktop. 

3. USER KEY MAKER. 

Make user’s keys from each Master MED. 

4. E-DISK_ID CHANGE. 

Change MED ID Name Tag. The default value is EDISK001.  

5. USER KEY LOCK? 

Capable to lock “ALL USERS” or “individual user”. The user will be 

inhibiting to logging the computer. 

6. CHANGE PASSWORD. 

You should set NAME & PASSWORD during the first installation of MED. 

Always REMEMBER your setting. Those are very important parameter for the 

MED. 

7. TIME SETTING. 

Date and Time setting as YY / MM / DD / Week / HH / MM / SS. 

8. SUPERKEY MAKER. 

The highest hierarchical management supervisor. This function provided from 

each MED. Perform full function in MED, Capable to manage computers from 

10 to 440.  

9. USER KEY UNLOCK. 

Capable to unlock or release ALL “USERS” or individual “USER”. The users 

or user will be recovering to logging the computer. 

10. SUPER KEY REBUILD.   

When your SUPER KEY is loss, Get a new SUPER E-Key from agent, this 

function provided you recover the” SUPER E-Key” function. 

11. AUTO PROTECT. 

Protect data automatically when you leave from your PC. 

12. MASTER KEY REBUILD. 

When your MASTER KEY is loss, Get a new MASTER E-Key from agent, 
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this function provided you recover the” MASTER E-Key” function. You need 

to input the NAME & PASSWORD. 

13. DISPLAY ID_NUM. 

Input the “NAME & PASSWORD”. The MED will read out the ID and series 

number automatically, meanwhile displays on the LCD. 

14. SUPERKEY DELETE. 

When your computer assigned to the different department, this function will 

allow you to DELETE SUPERKEY from each MED. 

15. CLEAR LOG FILE. 

Clear all the login records. The super E-Key use only. 

4.2 User E-Key Function  

There is no menu function provides to the user. User is allowed to loggin and 

operates the computer only. 
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4.3 MENU Function Flowchart  

 

 



 18 
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Chapter 5. Troubleshooting Tips 

The following troubleshooting tips may help if you experience problems. Contact 

your dealer or HTDLINK for more advanced troubleshooting information. 
�  Check that HDD is seated properly in MED. 

�  Ensure that all IDE cables are securely fastened to MED connector. 

�  Make sure that computer is plugged in and powered. 

�  Make sure you have the correct key to operate. 

�  Make sure you select the MED jumper position the same as HDD that you’re 

your needed. 

�  Restart your computer. 

�  For more assistance, contact your agent or consult to our website: 

http://www.htdlink.com  
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Chapter 6. Others 

6.1 RS-232 setup.  

(1) Use HyperTerminal tools from PC.  

 

(2) Setting HyperTerminal connection description. 

 

(3) Select COM PORT and setup data as the table. 
COM 1 property  

Bits per second 9600 

Data bits 8 

Parity  None 

Stop bits 1 

Flow control None 

Table RS-232 COM PORT 1 SETUP 

(4) Connect RS-232 cable between PC COM1 port and MED RS-232 connector. 
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(5) Use MED “PRINT LOG FILE” function for login records data print out. 

 

6.2 Warranty period. 

Under normal operating circumstances, this product is effective for two years 

during which we are not liable for improper use or man-made damages. 
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Appendix Q & A 

Q1: What is a Management Encryption Device ( MED) ?   

A1: MED is a device designed to encrypt and manage the data in the hard disk. The 

engineering design has powerful capacity of “hard disk encryption” and human 

interface “hierarchical management”. It is an advanced encryption technology 

product and it meets the standards of Data Encryption Standard (DES) and 

Advanced Encryption Standard (AES). MED is particularly applicable to 

enterprises, government authorities, financial institutions, military units etc. Please 

consult http://www.htdlink.com for more information.  

Q2: Which operating system is Management Encryption Device suitable for?  

A2: MED is easy to install and operate. It can be applied to different operating systems 

with IDE interface such as WINDOWS 98 / XP/NT/VISTA, LINUX, MAC.  

Q3: How to encrypt while storing data in my hard disk?  

A3: Keep a copy of the data before you encrypt the hard disk; otherwise, your data will 

be lost during encryption. After you finish the encryption process, copy the 

backup data into the encrypted disk, your data is protected by encrypted disk. 

Q4: How to do when E-KEY is lost?   

A4: E-KEY is divided into three kinds of types basically:  

1. When USE KEY is lost carelessly, please use the functions that MASTER KEY 

offers. First, lock the User’s E-KEY to avoid intrusion. Then purchase one or 

more USER E-Keys from your agent to set serial numbers. The original USER 

E-KEY will  be unable to be used until you agree to recover its functions 

2. When MASTER KEY is lost carelessly, you can send the NAME & 

PASSWORD to our technical support by e-mail, and you will get a brand 

new MASTER KEY (extra charge). Please follow MASTER KEY 

REBUILD function in the manual, and the original MASTER KEY will 

become invalid automatically.  

3. When SUPER KEY is lost carelessly, you can send the NAME & 

PASSWORD to our technical support by e-mail, and you will get a brand 

new SUPER KEY (extra charge). Please follow SUPER KEY REBUILD 

function in the manual, and the original SUPER KEY will become invalid 

automatically. 

Q5: What if I forget my password? 

A5: This product is an advanced technology product of encryption. For the first 

installation, you must set up the NAME & PASSWORD and keep in mind to 

facilitate follow-up service. If you really forget the NAME & PASSWORD, we 

won’t be able to decrypt for you, and your encryption hard disk will be 
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re-formatted and therefore cause data lost.  

Q6: When the MED is damaged, it is unable to use totally, what should I do? 

A6: After technical examination, if the damage is not caused by human factor during 

warranty period, we will provide you with an MED with normal function to make 

sure that the encrypted hard disk can operate normally. 

Q7: What is the warranty period for MED?  

A7: Under normal operating circumstances, this product is effective for two years 

during which we are not liable for improper use or man-made damages. 

 


